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Abstract—We design and analyze the firspractical anonymous scenarios. Yet, while sacrificing some accuracy for efficyen
payment mechanisms for network services. We start by repoihg  may seem reasonable, the cost of privacy is inestimable.
on our experience with the implementation of a routing mi-  are we introduce efficient, correct and anonymous micro-
cropayment solution for Tor. We then propose mlcropayment h . d ! f of . | .
protocols of increasingly complex requirements for netwoked —PaYyment mechanisms and proot of concept implementations
services, such as p2p or cloud-hosted services. thereof. Users can make untraceable, anonymous micropay-
The solutions are efficient, with bandwidth and latency over ments to each other and several micropayments can be aggre-
heads of under 4% and 0.9 ms respectively in the ORPay gated and cashed once. lllicit behavior such as overspgndin
implementation, provide full anonymity (for both payers and g getected even when a tunable small amount of cash has
payees), and support thousands of transactions per second. - .
been overspent. In such a case only, perpetrator identities
are revealed. The mechanisms are practical with minimal

overheads and support thousands of transactions per second
. INTRODUCTION

Small online cash (or non-cash — e.g., quality of service — Il. RELATED WORK
tokens) transactions are becoming increasingly populserd) . , .
can download MP3 music from websites (e.g. iTunes store/" [4], we introduced two micropayment mechanisms —
[1]) for tens of pennies. Providing network services such &&RPay and PlusPay. In this paper, we extend the work with a
routing [2] and P2P file sharing [3] feature sub-penny servi@€W protocol, CoinPay. CoinPay provides full anonymity and
costs per routed unit or shared file. In such settings, sim@q4erspending protection. However, unlike PlusPay, ComPa
and efficient micropayment mechanisms are required witl0€S Nnot require the use of an anonymizer during communi-
lower overheads than existing payment infrastructuress Tisation with the bank. We_ further add formal definitions and
is possible because — unlike in traditional e-cash protwocdl™Ofs for the three solutions. o .
— the minute nature of payments often allows for increased’NUMerous micropayment schemes exist, including PayWord
efficiency under more relaxed guarantees — e.g., uppetirggpgd>): MicroMint [S], PayTree [6], Peppercorn [7], Millicerjg],
double-spending instead of full prevention. Netcard [9], MPTP [1_0], Lipton and Ostrovsky’s coin flipping

In existing micropayment mechanismefficiencyand cor- based scheme [11},-iKP [12], PPay [3] and PAR [13]. Due

rectnesshave been two of the main driving design thrustd© space limitation, in the following we detail the ones most
Often however micropayment schemes need to also provl§iAted to our schemes.

anonymitya property that is quintessential for more traditional W& base our constructions on PayWord [5]. PayWord de-
e-cash but seems harder to achieve here due to efficieRigyS hash chains to model payment sessions and requires
requirements. In e-cash, anonymity is provided by deplpyi?y ON€ signature per session. Payments can be aggregated.
clever yet expensive cryptography or tailored secrettajit 10 Prevent overspending, the payer identity is includechin t

In micropayments however, achieving efficiency, corressneP@yments, thus defeating anonymity. PayTree [6] is bugdin
and anonymity at the same time is challenging in no smalPon Payword to further reduce the number of required
measure due to the apparently conflicting requirements. Fg{PENSiVe crypto signatures by building a Merkle Tree to
example, often to prevent double-spending (correctnéiss), eﬁlcpntly authenticate mul_tlple chains. While two qf our
identity of payers is included in payments (loss of anonyjnit solutions may also use the idea of a Merkle_tree over identity
Double-spending could also be prevented by assuming sppres to improve efficiency, we note that neither PayWord no
online bank. However, assuming the existence of such BAYTree attempt to achieve anonymity — this is the subject of

always available bank is unreasonable in many distribut@4" Paper. MicroMint [5] coins are hash-colliding values in
a model where the bank is assumed to have an advantage
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Protocol Anonymity | Efficiency . ]

PayWord, PayTree | No Hash & amortized Signafurd bg a service payee (e.g., a vendds).is trus_ted to correctly

MPTP, NetCard No Hash & amortized signature] withdraw and deposit payments upon valid requestsand

Millicent, MicroMint | No Hashonly V' can be honest or malicious, by all means to break the

ng)npﬁir;gir:g Hg 2:822:3:2 f‘i:'rrginowle T protocol. Let/d(X ) denote the unique identity associated with

Par Partially Signature required participantX.. Let de_note the set odictive payers — payers
TABLE | with open accounts with a positive balance. We denote with

KEY PROPERTIES OF MICROPAYMENT SOLUTIONS {M}k the encrYPtion of messagk/ With_key k. X €r D
overheads at the expense of absolute faimess — payeesigj@trandom choice of valug from domainD. The notation
paid “on average” and with no anonymity. Specific applicatio L7x (Y") denotes the probability of event given inputX.
oriented (non-anonymous) schemes have also been propodélyersary. We assume a computationally bounded PPT
In PPay [3] — targeted at P2P networks — the symmetric nat@dversaryA that may collude with or masquerade as any
of the inter-peer relationships (peers can be both payess Aymber of vendors, payers and the bank. Specifically, in each
payers) is deployed to reduce bank overhead. security prope_rty defined in the following4 is _assumed to

Table | summarizes the key properties of several existif§ntrol all parties except the party of concern in the proper
micropayment schemes. For a detailed discussion on related _
work please see [14], [4]. A. Anonymous Micropayments
We define aranonymous micropayment schetonebe a set
ll. TooLs of protocolsP = { BKGen, UKGen, Withdraw, InitChain,
We require several cryptographic primitives: i) a standai$ipend, Deposit, Verify.
cryptographic hash, fast, collision resistant and preinagd , BKGen(1*, params): Invoked by the bank to generate
second preimage resistant (we use the notafiti@)), (i) public and private parameters.

a semantically secure [15] encryption scheme and (iii) an UKGen(1*, params): Invoked by each user to generate
unforgeable signature scheme. We further use the foIIowitag,b“C and private parameters.

tools. .
] . ) o Withdraw (U (pkp, sky, m), B(pku, skg,m)): Allows U
Anonymizers: Mix networks [16], [17], [18], [2]. consist Of  \ithdrawm coins from its account withB. If U’s account

serially composed servers, each transforming a set of in%tglance exceeds:, U obtains a payment tokef® of value
messages into a permuted and re-encrypted set of outpyt '

. . . _ , while the balance ot/ with B contains m less coins.
elements. _M'X netwaorks satisfy the requirements to_(|) aper Otherwise, Withdraw returns ERROR to both participants.
porrectly, €., outputs c.orresplond to a permutation of th‘ﬁ: InitChain (U (sky, P),V (sky, pkg)): Allows U to initial-
Inputs ‘f.jmd ("). prqwde privacy, i.e., an observer is nom iz? a micropayment chain, given a payment tokeobtained
determine which input element corresponds to a given OUtpauuring a previous run of Withdraw. The output fir consists
element better than guessing. '

of a micropayment chaipCHN or ERROR. The output for

B]md Signatures: Ef“nd S|gnature_s allow a user to obtain aV is either a commitmen®’M T to the micropayment chain
signature from a signer, where (i) the signer does not learn

information about the signed messagblindnessand (ii) the or ESRROR' ko oo WCHN. P.I Ko . CMT. 1))
user cannot obtain more thdrsignatures aftet runs of the P. penlo(U(s []’ct’p ‘I/"HCh S S)’Vd(s v, PRB, 1 Ls)):
signing protocol —unforgeability rotocol run after InitChain succeeds and micro-coins

Threshold Secret Sharing (TSS)A (k,n) TSS schemes [19], oM #CHN have been spent by to V. It allows U to
[20] ensureshiding: An adversary (provided with access to £P€Nd another micro-coin with’. The output for the payee
TSS oracle) controlling the choice of two valuglg and R, is one micro-coin or ERROR. The output for the payer is a
and given less thak shares ofR, (b €5 {0,1}) can guess decremented balance or ERROR.
the value of with probability only negligible higher than 1/2. * DepositV(skv, pkp, D), B(pkv, skp)): Allows V' to de-
Commitment Schemes:A commitment scheme is a triple POSit @ setD = (CMT, w, k) containingk micro-coins into
(Gen,CMT, Open). Gen generates a public commitmentS bank account, using the last coinand the commitment
key, CMT produces a commitment value fag and Open, CMT'. If w is not valid or CMT does not verify, Deposit
takes as input a commitment value and additional informati@UtPuts ERROR. If an overspending, eitherioyr by another
and produces either a message or outputs error. A commitmefyer that transacted withi, is detected, Deposit returns the
scheme is correct iDpen(CMT(m)) = m. A commitment |d§nt|ty of the over§pender, the serial nurr_1ber of the owvarsp
scheme needs also provitigling and binding properties. In- Micropayment chain and a proét. Otherwise, the output for
formally, hiding implies that it is hard for any PPT advessar  the payee is an account balance increased kith
to generate two messages such tHatan distinguish between « Verify (U, SN, P): Any user can run this protocol to verify
their commitments. Binding implies that it is hard for anyTPP the overspending prod? against a usely, for a micropayment
adversaryA to find two messages whose commitments aMth serial numbeS'N. If the proof reconstructd(U), Verify
equal (collision). accepts the proof. Otherwise, it outputs ERROR.
Initially, each participant runs UKGen (or BKGen by the

IV. MODEL bank) to generate its private and public parameters. Usairs ¢
Operation. Let B denote the “bank”, any authority thatWithdraw to obtain micropayments from their bank account.
manages payment accounts. Liét denote a payer and To spendm coins with a vendorV/, user U initiates the



InitChain procedure followed byn runs of the Spend pro- Balance.No coalition of payers and payees should be able to
cedure. A user deposits micropayments in her bank accoentvince the bank to accept a micro-coin that is not valid. We
by running the Deposit procedure. Deposit is also used Eyrmally define this property in terms of a one-more-forgery
payers to redeem unspent micro-coins. Verify can be run ggme. We expand the definition of the game for our CoinPay
any participant to verify overspending claims. and PlusPay solutions, in their respective sections.
Culpability. Given a micropaymentCHN of valuem, we
say a user overspends it if it runs Spend with H N more
thanm times. A user has a small probability of overspending
We now define a set of security properties for anonymowygthout being detected and without revealing its identity.
micropayment mechanisms, inspired from [21]. Exculpability. No coalition of users and the bank can frame
Correctness.If an honest user runs Withdraw with an hone%nother (honest) user for over Spending_ Forma”y' an adver
bank, no one will output ERROR. If an honest payer rungary 4 controlling the bank, plays the following game with
InitChain to generate a micropayment chain and then rugie challenget’ controlling a target uset/.
Spend with an honest payee, the payee will accept. If ap Setup:.A generates the public key of the bapks and
honest payee runs Deposit using a micropayment receivedsfthds it toC. C calls UKGen forU and sendgky to A. The
a previousSpend, an honest bank will accept it. following step is then executed times.
Anonymity. An anonymous micropayment solution should not Query:C interacts withA by calling Withdraw to obtainn

allow the bank, colluding with any number of users, to linkging ynder serial numbetNV;. C interacts withA by calling

a micropayment to a payer or to link micropayment chaingjichain, then Spend up ten times on the micropayment
to each other. Formally, there exists no PPT advers&yy i serial SN..

controlling the bank and all the other users, that has non-

i S ) « Success Criterion4 outputs serial noSN and proofP.
negligible advantage over coin-flig{%) when playing the We define the advantage gfin this game to beldv(A, n) —
following games: '

. I Pr[Verify(U, SN,P) = 1]. We say that a micropayment
Payment Unlinkability: ) solution provides exculpability if no PPl has non-negligible
« A generates and sends the bank’s public kéy; to C. advantage in this game.

A generates and sends, the standard currency amount inegficiency. Ideally, micropayments should also be efficient and

paymentsC runs UKGen for two user#/y andU; and sends teature the following properties.

their public keys, taA. Aggregation: Micropayments can be combined into a macro-
« C generates paymeni$ and P, of m coins each, on behalf payment. The macro-payment can be redeemed @itor an

of usersUy andU; by running Withdraw withA. C selects a amount equivalent to the sum of all combined micropayments.

bit b €z {0, 1} then runs InitChain followed by up to runs  |ow overheads: The micropayment transaction protocolg hav

B. Properties

of Spend withA for paymentp;. to be computation and communication efficient relatively to
« A outputs its guess’ for b. their deployment environment.
The advantage of4 in this game is defined as Ad4) =

V. ORPaY: ONION ROUTING PAYMENTS

We start by investigating the use of micropayments in
advantage in this game. Tor [2] as a means to provide quality of service and motivate

We define the notion of payee anonymity, describing tHYStem participation. This will constitute a first step tsess
inability of an adversary to guess the identity of a usdpeir feasibility and efficiency in real deployments. Comce

performing a deposit operation [22], [23], [24], [25]. Wefide tually, Tor rquters vinI be rewarded with micropayments for
it in terms of the following game, where the challenger correct traffic relaying — these can then be aggregated and

controls two userd/; and V, and the adversaryl controls deposited into accounts provided through a “banking” servi
the bank and all the other users. run by Tor's directory. The accounts’ balance can then be

Payee Anonymity: used as actual cash in webclick-like incentive schemespia Q

. A generates the public keyks of the bank, the public enforcement (e.g., by prioritization of traffic) or in reption-

. based mechanisms. For example, routers can specify in their
key pky for a userU andm, the standard currency amount in P pecify

payments, and sends themdoC runs UKGen for two users router description that they only accept connections (and
Ve and V- land sends their public keys 14 traffic) from parties whose balance exceeds a threshold.
1 2 .

4 We first note that Tor only guarantees unlinkability of the
« A generates a paymemit of m coins, on behalf otJ. C

, , i source and the destination but not full anonymity. Morepver
selects a bib €, {0,1}. A runs InitChain followed by up to naturally, by its very nature, such an incentive mechanisin w
m runs of Spend forP with C. C acts as usev,.

' ‘ : not hide identities (of payers or payees). Yet, it is impotta
« C (asV}) runs Deposit for then coins received fromA. gt jeast not compromise these existing anonymity propertie

Pt = b] — 1/2. We say that a micropayment solution
provides payment unlinkability if no PPA has non-negligible

« A outputs its guess’ for b. We will achieve this by coupling the fact that routers are
The advantage of4 in this game is defined as Ad4) = simultaneously part of multiple circuits with a design iniefn
Py’ = b] — 1/2. We say that a micropayment solutiorrouters pay on their own for forwarded traffic. These prapert

preserves payee anonymity if no PRI has non-negligible then guarantee the ability to hide traffic origins as well as
advantage in this game. source/destination associations in the Tor adversarialeino



A. Protocol the fact that it containd — n + 1 coins (line 21), wherex
is the router’s position in the circuit. It then generafes- n

Algorithm 1 ORPay. coins (line 23) and spends them with the next hop router (line
1.0bject implementation ORouter; 24).

S oy iR, it Lo, COURT owed next OR Routers can aggregate micropayments and report them to
4. int pos; #position in circuit; the bank at their leisure. The bank updates router ranks
2 Op%gft”em‘%gﬁi fﬁ;ﬁ&ﬁé‘gﬁﬁi“““) periodically by calculating the performance of each rouftar

7. CMT = removeCMT(cell); instance as the ratio of micropayments earned to micropay-
g (‘;Z}cfggc”g%;;: false) then ments spent. Although each router holds an account, there is
%(1)' lf]g (lastRouter() == false) then need to worry about overspending or double spending. Selfish
12 CMTNext = initChain(nextOR); routers which use Tor only to relay their traffic but not pawi
B cell.append(CMTNext); service to others people will end up with very low ranks.

15.  nextOR.circuitExtend(cell, circuit); Often the destination host can generate (significant) ¢raffi
16.Operation receiveRelayCell (Cell cell, back to the source. Even though initiated by the destination
17 ORO%Z‘_;“;’;X%{{CSEvi';lc‘fli?c‘féit‘);g;g&‘)); the source might be the one that is expected to pay for it.
18.  #0nly outward packets contain payments. Similar to uploading, every router needs to pay- n coins

19 i (Celiécl"l“]‘)’ﬁnij?U%LtI;@}EEL” &l to its successor, so that everyone gets one coin for every
20. Payment coins = getPayment(cell); packet. This can be done retroactively by having the routers
a3 if(lvalid(coins)|lcoins.vall =1 —n+1) then piggybacking micropayments to future outward packetseNot
23. Payment coinsNe%t = nevPayment(L — n); that the source can also pay ahead for traffic initiated by the
o igi;‘df;f;‘;‘?&a;;;;fﬁ‘fg‘fgsNext) destination: during the circuit initialization step, theusce

26. fi provides payment for the first packet expected to be sent by

27. circuit.append(cell, cellDir);

the destination and similarly, outward packets will contai

) micropayments for future packets.
Algorithm 1 shows the pseudo-code of ORPay. When an nractice, numerous optimizations can be deployed to the

user _(the sogrcg) need_s to send data through Tor, it startsgpye protocol. For example, a single payment token can be
creating a circuit consisting of routers ( defaults to 3), jncluded for multiple packets. Also, to accelerate the peot,

by calling the circuitExtend operation (Algorithm 1, linés 5 gjiding window scheme can be used to allow the destination
15). Tor builds circuits incrementally; in a first step theis® 5 send several packets at a time. If the source trusts the
creates a connection to the first Tor router. Each routeaeter §eastination to correctly acknowledge receipt of packets, t
the next hop from the packet's circuit (line 6) and extrabts t otential cash loss due to unfair behavior can be bounded by
micropayment root commitment (line 7). It then verifies thge sjze of the sliding window. The upper bound on cash
validity of the commitment (line 8) and drops the circuitif i |5gg iSTV % e+ L, wheree is the value of each payment amount
fails (line 9). If the router is not the last in the circuit® 5nq 7, is the number of routers.

11), it runs InitChain with the next hop (line 12) to establé&s  The penefit that the payment scheme brings is clear: the
micropayment chain for future use. It then extends the @ircynore traffic a Tor router relays for others, the higher rank it
to the next hop router (line 15), including the commitment qfji|| get. As a result, its personal traffic will be preferretithe

the chain previously generated. This process is performedyor network. Note that pure Tor clients (not routers) are not

times, once for each link in the Tor circuit (the final link isyiven rank and have the lowest priority in the Tor network.
between the last router and the intended destination amd the

is no payment activity involved). B. Implementation: ORPay

The actual data transfer, shown in the receiveRelayCelly, implemented ORPay, a proof of concept prototype of
oper_ation (lines 16-27), is executed by _each router onlyn/\_/hghe above mechanisms. ORPay deploys out of band (OOB)
received packets can be decrypted with the routers privalgymnication for payment primitives and control messag-
key. In receiveRelayCelkonceptuallythe source will include ing. The “Bank” is implemented in C (using OpenSSL for
L micropayments in each packet_lt sends to the first rOUt@rryptography) as a stand-alone component attached to the To
— for this the source and the first router run the Spengle iory server. One of the main raison detre of ORPay was
protocol. Recall that thel. micropayments are part of they, o\ aiuate the practicality of “payment chain” based micro
chain initialized .durlng the circuit establishment st_epthNut payment approaches. We thus ran a number of experiments to
loss of .generallty we glso assume that forwardinR@ay e, 5)yate the associated overheads. The controlled envénoh
packet is worth one micropayment. Each router extracts t nsisted of a set of interconnected physical machined (wit

next hop from the circuit (line 17) and verifies that the packg sesHz Intel Core Duo CPU and 2 GB RAM) running one

is of type RELAY and outbound (the only packets that contafyrectory server and a set of tor routers based on VMs, each

payments). If this is the case (line 19) the router extrasts ., er in turn running Tor with default settings under Uhunt
payment from the packet (line 20). It verifies its validitydan | i,y The average observed inter-client bandwidth was-500

IThere are two types of packets in T@®ntrol andRelaypacketsControl 000KB/s, the average latency between physical machines was

packets which contain circuit building and destroying coanais are not 1.2ms (0 5ms inter-VMs on the same machine) ORPay was
considered for paymenRelay packets carry end-to-end data, and they aré ) ’

what the source needs to pay for. set up to send one micropayment for every 20 routed packets.



In a first experiment we evaluated the per-hop latency Generate{sh, .., sh,}, shares offd(U), wheren > m 3
overheads introduced by ORPay. These overheads were magugh that any but no less tham + 1 shares can be used to
a result of host-side payment processing as well as paymestonstruct/d(U).
propagation network latencies. The payment processing doe Generaten “identity shares”IdShare; = {sh;,i,m},
not contain any expensive public key operations (the sigeat wheres is a unique sequence numbeis used later to prove
cost in InitChain step only happens once per session aigt the share is not a duplicate. Commit to the identity ehar
the cost is amortized). The out of band nature of the desiget C = 7{CMT(IdShare,),...CMT(IdShare,)}, wherer
resulted in values of about 0.9ms per 3 relay setups, avegagis a random permutation.
under 300 microseconds per relay. « Construct micropayment chain of lengthandw, as root.

Next we aimed to understand the impact of the micro, Generate the payment messape = {m, SN, wq, C},
payment mechanism on core throughput. We benchmarkgdere SN is a unique serial number.

a number of file transfers of increasing amounts of datﬁlote thatw, and C are different for each of the payment

As payments average around 20 bytes and the standard !T%rssagesﬂ blinds the payment messages and sends them to
frames are 512 bytes, a general worst-case upper bound of BSB requestd’/ to unblind all but one payment message. For
under 4% on bandwidth overhead can be established (for QEh unblinded messagg verifies that:

payment token per fra‘.’”e)' The observed overheads averag.edl_he first field of the unblinded payment messagenis
under 2%, due to multiple payload frames per token. ) i . .
Collected payments can be deposited in the bank duri E‘?‘Ch |_dent|ty share has a unique sequence number and its
network idle time. The overhead for the directory server t%‘ t field ism. i _
process one deposit consists of reading data (a payer signed*ny 77 + 1 identity shares correctly reconstrubt(U).
commitmentC M T and the last payword) from the connection,* Then commitments to identity shares are correct.
one signature verification and a number of cryptographit any verification fails, B outputs ERROR. Otherwise?
hashes. For a payment chain of length 1,000, the obserwéthdraws m currency units fromU’s account and sends
overhead was under 2ms. As discussed, by its very nature, th@ signed unrevealed blinded messagd/te- who is then
above reputation/incentive mechanism will not hide payers able to recover the anonymous micropayment chBin=
payees identities. This solution does not provide paymant u{m, SN, wo, C} iy -
linkability, payment indistinguishability, or payee anonity. InitChain (U(sky, P),V (sky, pkg)). InitChain inherits and
However, by letting each router only pay its successor, agdtends the behavior of Payword’'s InitChain procedure.
considering the fact that each router can be simultaneoully addition, in CoinPay's InitChain,U sends P =
part of multiple circuits, it hides the traffic origins as Was {m, SN,wo, C}sk, to V. V verifies B’s signature and the

source/destination associatiohs fact that the first field of the signed messagerisIf any of
these checks failg/ returns ERROR. Otherwis&, storesP.
VI. COINPAY: OVERSPENDINGPROTECTION Spend U (sky, pkv, pCHN, P,1),V (sky,pkp, P,1)). 1%

CoinPay aims to provide protection against overspendir%‘?nerates a randqm numb@v and sends it tol. U
while ensuring anonymity. Payers explicitly withdraw cas erforms the following ste_ps._ ) )

from their accounts before being able to generate micropay- Génerate the next coin in the micropayment chaip,
ments. Additionally, instead of directly signing micropagnt Sendw; to V..

chains, and thus revealing their identity, payers ask téba * UseId(V), V's random valueRy, the root of the micro-
partially blindly sign thew, roots of the micropayment chains.Payment chain and a sequence number as input to a random
To prevent a payer from overspending, threshold splittsg fumber generator G and select the index of the challenge — one
employed to generate shares of the payers identity. The¥ethe n identity shares - = G(Id(V), Rv, wo,1) mod n.
“identity shares” are directly linked to micropaymentsr fo SendIdShare; to V along with additional information allow-
micropayment chain of value:, n > m identity shares are ing the verification of the commitment.

generated, such that any+1 shares are enough to recover théet S be the set of identity shares already receivedby
payer’s identity. In every micropayment, the payer is forceUpon receipt of the above valueg, performs as follows:

to reveal a randomly chosen identity share to the payee. I If [dShare; € S request a new identity share. To avoid
case of overspending, the bank will have enough sharesnpigsunderstanding, boti/ and V' can maintain the list of

reconstruct the identify of the overspender. identity shares consumed so far.
« Verify the validity of the micropayment against the root of
A. The CoinPay Protocols the micropayment chairh' (w;) = wy.

Withdraw (U (pk, sk, m), B(skz,m)). U runs Chaum's ° Verify the correct computation of the index of the revealed

partially blind signature protocol [26] witf, using equivalent Share {= G(d(V), Ry, wO’_l) mod n). Verify the format of

payment messages. Feachpayment messagé] performs € re\{ealed |d§nFlty sharédShare; = {Shi’.”m}'

the following steps (we denote this subprotocol as Splitid) * Verify the validity of CMT(IdShare;), using the revealed
identity share and the sét.

2This is no longer true for other Internet services such atoimccomputing ) ) ) ) )
or even p2p file sharing, where there are no intermediate sntmléiide the  SThere is a relationship betweenandm that will be defined later, e.g.,
sender’s identity. in the proof of Theorem 2.



If any of these verifications fails)” generates ERROR. and selects: index values. For simplicity of exposition, let
Otherwise, it adds/dShare; to the set S. LetD = these indexes bé,..,k. A sends the indexes, along with
(P, S,wys,wy, f,1) be the deposit setw; denotes the first Ry and R; to C. C selectsb €r {0,1}, generates shares
micro-coin (of indexf) andw; is the last micro-coin (of index shyy, .., shy, of R, and sends them tol. A calls UKGen

1) received byV'. to generate two user§, and Uy, such thatld(Uy) = Ry
DepositV (skv, pkp, D), B(pkv, skg)). V deposits D = andId(U;) = R;. A initializes algorithm and gives it the
(P,S,wy,wy, f,1) to B. P = {m,SN,wy,C}sky, S is public keys ofUy andU;, along withk as the number of coins
the set of shares corresponding to the deposited micin-a payment and: as the total number of identity shares.
coins, wy and w; are the first and last micro-coins (off3, following the unlinkability game, calls BKGen and sends
index f and [ respectively) from the chain. For each sethe bank’s public key tad. A runs Withdraw with53 with
rial number SN seen so faf3 stores a record of format one modification: sincel only possessek out of n shares, it
Recsy = {P,IdSharey,..,[dShare,,C}, whereldShare;, fabricates additional sharédShare; = {sh; mod k%, m}.In
..IdShare, are shares deposited so far from the correspondikgthdraw B receives commitments of the fabricated identity

micropaymentB executes Deposit as follows: shares. During the verification step of Withdrawpirequests
« Verify own signature on the value. A to reveal exactly thehyy, .., shy, received fronC, A simply
« Fori = f..1, verify thath(w;) = wp. aborts and then repeatsl then runs the InitChain protocol

« Retrieve from local storage the recoRbesy whose first ONce and Spend protocél times with 5. After the jth run

field is the valueP. Recsy may be undefined. Verify that each®f the Spend protocol, w.l.0.g., 1dt = {sh;, .., sh;, } be the
received identity share is unique. Verify that the commitme Shares revealed byl to 5. During the; + 1st run of SpendA

of each received identity share is indeed part of the Get generates a verifiable index and picks the share correspgndi

(part of the P). Let | < k be the number of identity sharedo the index. If the share is not iR, add the share t& and

that verify and that are not already storedRacs . continue the Spend protocol as defined in CoinPay. Otheywise

« If any of these checks fails, generate ERROR abort Spend and repeat. After receivingalid coins,5 is able

1 / i /
« Otherwise, credit V’s account withcoins and store all the to output and send tol its guess’ for the bitb. A sendsb

ved identity sh d to C. We now prove the following lemma. o
received identity shares und&ecs . Lemma 1: A terminates in expected polynomial time.

« If overspending is detected, that is the number of shares Proof: A’s interaction withC requires a constant amount
in Recsn exceedsn+ 1, recover/d(U) using the shares andof computation and communicatiopl’s probability to abort
publish the proofP={1d(U),Recsn }. the Withdraw operation is — 1/t, wheret is the number
Verify(U, SN, Recsy)) As defined above, Recsy = of messages used in the blind signature protocol. Thus, the
{P,IdShare;,i = [1..r], C'}. To verify overspending charges,expected number of calls to WithdrawtisThe complexity of
perform the following steps: Withdraw is linear int andn. A also runs Spend times. For

« Verify B’s signature on the” value and the validity of the thej+1strun,j+1 < k, the probability of selecting an index
included identity shares. whose share has not yet been revealdadisjxn/k)/(n—1).

« Use the identity shares to reconstruct the identity of thEUS, the expected total number of calls for Spend is
over spender. If the reconstruction fails or its outputetsf & n—j+1 L n—j+1 _k k

1
i =— — < — —~klnk
from Id(U), output ERROR. Otherwise accept. n_G-1)xn/k n 2. R nnz 7 n

j=1
B. Analysis Since Spend’s computation and communication is constant,

Correctness:By construction, it is straightforward to see thathis implies thatA is PPT. ]

if an honest user runs Withdraw with an honest bank, theWhen A terminates,B has one payment message (one
bank’s verification step of any — 1 payments will succeed. Micropayment) and valid spent coins from it. I3 succeeds
Thus, no participant will output ERROR. Similarly, if anin guessing b, that is, the identity of the user that genditiie
honest payer runs InitChain and Spend (for the same paymdiyment, thend can also guess to which user the shares from
with an honest payee, the payee’s verifications will succedd Pelong to.A's advantage in the TSS Hiding game equais
Finally, if an honest user runs Deposit for a payment pre@dvantage in the CoinPay Unlinkability gam&iss = ecp.
ously received, with an honest bank, the bank’s verification ] ) ) u

will succeed. Moreover, since the payment was received frdg@lance: We define this property in terms of a one-more-

Theorem 1:Payments in CoinPay are unlinkable. [ times with the bankB. Let S; be the set of identity

Proof: Our proof is based on a reduction from the hidinghares generated during thgh run of Withdraw, 1 <
property of a TSS. Specifically, we assume an algoriim j < [. Let S = {S;|]1 < j < [}. Let P; be the pay-
that has advantage;p when playing the unlinkability game. ment generated in thgth run of Withdraw..A then outputs
We then build an adversami that uses3 as a black box to a deposit tupleD = (P,IdShare,w) such that ldShare
gain advantagerss when playing the hiding game of the¢ S. The advantage ofd is defined to beAdv(A) =
threshold secret sharing scheme. Pr[Deposit(A(paramsa, D), B(paramsg)) = 1]. CoinPay

The reduction works as followsC sends parameters is said to have the Balance property if no PPT has non-
andn to A. A generates two random numbefg and Ry, negligible advantage in this game.

j=1



CoinPay provides the Balance property. Consider an ddlto C — its guess is that the two sets of shares were for the
versary A that has a non-negligible advantage in the abowame number (eitheR, or R,).
game. A is then able to generate a deposit tugle = Other Properties: CoinPay naturally provides offline verifi-
(P, IdShare,w) such that IdSharez S and the Deposit cation and aggregation. Moreover, as our experiments repor
procedure succeeds with non-negligible probability. Thérs in Section VIII show, CoinPay’s overheads are low.
able to either (i) forge a valu® = {m, SN, wq, C}sk, or (ii)
produce a value IdShage S such thatC M T (IdShare) € C, VII. PLUSPAY: PAYEE ANONYMITY, EFFICIENT BANK
where C' is the set of identity share commitments. Case (i) One of the problems of CoinPay is the payer's dependence
cannot occur withoutd having a non-negligible advantage inon the bank to sign each micropayment chain. While this
forging B’s signature. Case (ii) can only occurf has non- may be reasonable for long chains, it makes little sense for
negligible advantage in the partially blind signature pomi or small chains, due to the small return on the generation cost.
if A has non-negligible advantage against the binding propeMgt, small chains are more likely to occur in practice, e.g.,
of the commitments scheme. in short interaction between payers and payees. Moreover,
Culpability: Overspending is prevented through the use of this mentioned before, a payer cannot use the same micro-
identity shares. A payer that spends more thamicropay- payment chain with multiple payees, without compromising
ments from a chain of valuen, also reveals more tham the payment indistinguishability property. Even if the pay
identity shares, which are then enough to expose its igentigjenerates a batch of micropayment chains at a time, each
Note that the payer cannot control which share it has to tevegayment instance needs to be separately signed (blindly) by
due to the payee’s involvement in the choice (the randdf).  the bank. Another problem is that, since each coin is bound to
While a detailed discussion can be found in [27], we includen identity, CoinPay works only for non-transferable coing

here the following theorem. ) now introduce PlusPay, a protocol addressing these prablem
Theorem 2:The gain of a payer when attempting to over-
spend a micropayment chain with any payee is 1/8‘-1).

Proof: Let us assume a payéf that has already spent
m out of its total n identity shares and m+1 identity shares Overall, PlusPay works as follows. A payer withdraws e-
are sufficient to reconstruct its identify. then initiates a new cash from its bank account. Then, by interacting with the
transaction with a vendoV consisting of one execution of bank through an anonymizer, it opens an anonymous account
InitChain, followed by executions of Spend in which the ghain which it deposits the previously acquired (un-tracepble
to be revealed is one of the m already spent. The expecggash. The anonymizer provides unlinkability between the
number of runs of Spend before an m+1st share has to Bayer’s identity and its anonymous account. The anonymous
revealed isE[m + 1] = 1/pp41, wherep,, .1 = (n —m)/n account is then associated with a public/private key pair,

A. Overview

is the probability of selecting a new share. Thi§n +1] = generated by the bank and known thereafter only by the
n/(n —m). The gain ofU in this attack is defined as payer that opened it. To commit to a micropayment chain
m 1 root wy — instead of requiring the bank’s signature as in the

Gain(U)=Em+1]—-1= = -1 CoinPay solution — the payer will sign it using the private

) ] . key associated with its anonymous account. More formally,
since one of the runs of Spend will result in thet 1st share pjyspay, a micropayment system with payer independence is
being revealed. _ B 3 set of protocols, PlusPay #8KGen, UKGen, Withdraw,

For instance, foif = 10, Gain() = 11%. Thus, the chance gpenac, Splitld, InitChain, Spend, Deposit, Verify The
of an attacker of succeeding in this attack is far below thgnctionality of most of these protocols is inherited fronet
chance of failing. Since the cost of failing (identity restébn, anonymous micropayment scheme described in Section IV-A.

tearing down established Tor circuits, etc) also exceeds e now describe the functionality of the new logic.
benefit of succeeding, overall, our solution encouragésiait

users to be honest. B. Solution
Exculpability: Let us assume that an algorithBhexists that . . . .
P Y gorithit Our solution relies on the existence of a mix network, de-

has non-negligible probability of succeeding in the exaulp . L .
bility game defined in Section IV-B. Then, we can build arqoted by AChan (see Section Il for definition and propejties

adversaryA that has non-negligible advantage in the hidin§Vithdraw (U (pks, sk, m), B(pku, sks, m)). U generates a
game of a TSSA interacts with the challengérin the hiding Paymentof formatSN, m) and a token of formattoken, m),
game, to generate valué and R, and to obtain two sets of whereSN (serial number) and token are independent random
shares, each of eithdt, or R;. A uses each set of shares ifiumbers (using different formats to be distinguishéd)asks
the Query step of the exculpability game wifh to generate B to partially blindly sign the payment and token, while also
and spend coins. The coins are generated from user acco@HgWing B to verify their correctness: the format 6tV and
with ids Ry or Ry. If a Query step fails (see above proofs)goken and the value of.. If the verification fails,B generates
A repeats it (a polynomial number of timesfirandm). Let E_RROR. Otherwise[/ obtains a signed anonymous e-cash
es be the advantage d8 in this gamees = Adv(B,2) (see Dill. EC = {SN,m};, and a tokerl'K = {token,m} s,
Exculpability definition).c is the probability tha3 produces With SN and token unknown td3.

a serial numbef N and a proofP such that VerifyR,,SN,P) OpenAC(U (pkg, sku, EC,m), B(skg,m)). U performs the
accepts, fow € {0,1}. Then, with probabilityes, A returns following steps:



« Generate a new public/private key p&itk ac, skac) for  SpendU (sky,pky,uCHN, P,1),V (sky,pkg, CMT,1)).

a new anonymous accoudiC'. V sends a random valuBy to U. U performs as follows:
» Sendpkac and the blindly bank-signed e-casiiC’ ob- « SendV a new micropayment coin, part gfCHN.
tained during the Withdraw step, t6, over AChan. . SendV a provably random selected identity share using

When B receives this message it performs the following:the technique described in CoinPay. Let the chosen share be
« Check the validity of the e-cash (the signature and whethgfShare: = {shi, i, m, {C]VIT(SNAC)}skAc}-
it has been spent before). EC is invalid, generate ERROR. ¢ Open the commitment'A/T" to V, revealingSN4c-.

« Open an anonymous accout€ identified by a (random) Let S be thg set of identity shares p.revio.usly revealed by
serial numberSN - and initialize it with the m-valued U to V. V verifies the newly revealed identity share before

currency of EC. accepting the micropayment:

« Sign balance certificate BalCert(AC) = « The commitment of dShare, is contained in the commit-
{pkac,SNac,m}sk,, and send the anonymous accouriment setC, signed byB (part of P).
information AC{SN ¢, m, BalCert} to U over AChan. e IdShare; has the expected index i =

We note that this is the only step requiring an anonymizer fa(Zd(V), Ry, wo, 1) mod n (as in the CoinPay solution).
our protocol. Its associated traffic is negligible. Whenldged ~« The balancen from IdShare; matches the ones in Bal-
for micropayments in anonymizers, the system can be set Ggrt andp.
to allow new payers to use the anonymizer for free to opem The commitment or6 N4¢ is correct.
their account. This avoids the circularity of new payersigei If any check fails, V' outputs ERROR. Else it adds
unable to (micro)pay for anonymizer traffic when joining. IdShare; to set S. Let the deposit tupleD =

Sp'ltld (U(pkB, sk, AC, TK, m), B(S/{B, m)) U performs (P7 CMT, Balcer_tv S, RUa wy, u.}la fa l)' Wherewf is the first
the following steps: andw, the last micro-coin received by, of index f and!.

« Use a(m + 1,n) TSS scheme to splifd(U/) into shares Deposi{V (skv,pkp, D), B(pkv,skg)). V sends toB, over
shi, .., sh,. Generate random numbéty cp {0,1}*. Use AChan, the deposit tupl® containing micro-coins from index

each share to build an "identity share* of fornfatShare; = [ t0 1 in @ chain: the commitment set signed By (P), the
{shi,i,m, {CMT(SNac)}skac } root of the chain signed with the private key of an anonymous

. Generate the set of commitments of identity shar@s, account CMT), the BalCert value, the obfuscating faciéy
= 7 { CMT(IdShares),...CMT(IdShare,)}, for a random and! — f 4+ 1 unique IdShare valued3 verifies that
permutation. o The P and BalCert values are signed with its public
« Send the bank-signed tokdhk to B. key. TheCMT value is signed with the private key of the
« Engage in partially blind signature protocol withto sign &nonymous account whose serial number is contained in both

the tuple{m, C'}. At the end of this protocolB will return £ @nd BalCert.. . _ .

P = {m,C}, and be assured w.h.p. (a function of deployed> All the identity shares are unique, signed and associated
blind signature protocol, e.g., cut-and-choose) that: with the same anonymous accouiitv,c. Also, their com-

. Signature oK verifies mitments in the commitment set contained/n

. i N o . _ H _eni
. TK ensures the existence of an account with balance ~ * FOr ¢ = f.l, *(w;) = wo: the I — f + 1 micro-coins

« TK has not been used before (bank keeps track of us\é%{ify the link to the micropayment chain roe, contained
TK values) IN"CMT. Moreover, the account balance; (contained in

. ) . BalCert), exceeds or equals- f + 1.
« The identity share commitments are correct. s .
If any verification fails, B generates ERROR.

U's outcome, if B does not output ERROR, is a paymenbhenyise, it records the shares associated  with
of format P = {m, C}sxp the serial number SN~ into a record of format
InitChain (U (sky, BalCert(AC), P), V(sky,pkgp)). Be- Recsn,., = {P,IdSharey,..,IdShare,,C}, where
sides the inherited behavior of the InitChain procedure @#Share;, ..IdShare, are shares deposited so far from the
Payword, PlusPay’s InitChain consists of the following a@orresponding micropayment. To reduce storage cost and the
tions. U generates a micropayment hash chain and commiiie required to detect overspending, expired micropaysen
to its root. Instead of the commitment being generated usiogn be garbage collected and payees will need to cash
U's private key, it is generated using the secret key assmtiapayments before their expiration date. If more than
with the anonymous accourdiC. The commitment has formatshares are collected; recoversid(U) using the shares and
CMT = {wo, SNac}skae- U sendsCMT, the BalCert(AC) publishes the proof PRd(U),Recsy}. B blindly signs (over

certificate and the” value toV. V' does the following: AChan) a payment token of value- f + 1. V later provides
« Verify B's signature onP and that the value of. in P this payment token over an authenticated channeBtato
matches the value of: in BalCert. deposit thel — f + 1 micro-coins into its account. A payer

« Validate CMT by checking that (i) the public keyk ¢an call Deposit to redeem unspent micropayments and her
contained in BalCert can verify the signature 64/ and identity will be protected as long as she does not over spend.
(i) the account numbe$ N 4 contained in CMT is consistent Verify(U, SN, Recsy)) As defined above, Recsy =
with the one in BalCert. If any check fails, output ERROR. { P, IdShare;,i = [1..r], C'}. To verify overspending charges,



perform the following steps: signature. The reconstruction can be done efficiently using

« Verify B's signature on the® value and the validity of the an O(mlog® m) algorithm [29], [30]. The network delay of
included identity shares. Splitld is dominated by the cost of sending theblinded

« Use the identity shares to reconstruct and the identity gfentity sets. Figure 1(a) shows that, as expected, theativer
the over spender. If the reconstruction fails or its outpfiecs  COSt of Splitid increases linearly with the overspendingtoo
from Id(U), output ERROR. Otherwise accept. factor f. This increase is reasonable, ranging from less than
While a detailed analysis of PlusPay’s properties is inetid 100ms f(_)rf = 1 to no more than 200ms fQﬁ.: 100.
in [27], we include here the payee anonymity proof. In CoinPay, the setup consists of a single call of the

Withdraw protocol. Using the previous evaluation scenario

Payee Anonymity: Let us assume that an algoriththexists " ? .
that has advantage-4 in the Payee Anonymity game (SeeFlgure 1(b) shows the ratio between the setup time of PlusPay

Section IV-B). The challenget€ interacts with 5 during and the s_etup time of CoinPay. Fo_r small values O.f the
InitChain and Spend and obtains a deposit tupleC uses overspending control factor, the ratio is around 10 (CojnPa

D as an input to the Deposit procedure it runs withover is faster here). The ratio decreases for higher valueg,of

AChan. At the end of DepositC obtains a signed paymentreaching 5 forf = 100. This decrease is due to the fact that
token of valuel — f + 1. B cannot have a non-negligiblethe Withdraw protocol is very similar and has the same cost
advantage in guessing wheti@has acted as uséf, or user as the Splitld protocol of the PlusPay solution. Both protec

V4, without being able to build input-to-output corresponcken gﬁnerit_e h|dentl'iy shares \I'(Vh(tfe nl:mbetr 'S de’;egrlmn:gf.byd
in a mix net or without breaking the blindness property of th us, higher values of make the seiup stages of PlusPay an

blind signature protocol. oinPay converge. This ratio also ;hows the number of times
an anonymous account generated in PlusPay has to be reused

before the cost of its generation becomes smaller than thte co

of using CoinPay. This was one of the main advantages of

We have evaluated the performance of the CoinPay apflisPay over CoinPay. Our evaluation shows that this number
PlusPay on off-the shelf end-user hardware: Intel P4, 3.4,GHs small, effectively minimizing usage pattern leaks.

2GB RAM, openssl 0.9.8b [28]. Under light-load multi-use

mode, this setup allows about 261 RSA-1024 signatures Iaroughputs. Figure 1(c) shows the computation overhead

5423 RSA verifications per second as well as more than 1% the bank during Withdraw, OpenAC and Splitld protocol

million SHA-1 crypto hashes per second (on 16Byte blocks ?”S of PlusPay when the number of message duplicates,

We assumed a network of no more than 6Mbps bandwi Hringthe cut and choose protocols increases from 1 to 100 bu
and 1ms latency. Typical Tor latencies were assumed (500 3 value off is set to 10. The cost of the Withdraw protocol

[2]. We estimated overheads and throughputs for the case’ fComPay is the same as the cost of Splitld O.f PlusPay. The
a payer opening an anonymous account and depositing enAC protocol has constant overhead, allowing the bank to

! . . , ' : process around 250 OpenAC calls per second. The overhead
coins (while generating one identity share per coin). of the Withdraw and Splitld protocols is linear in the value o

We have replaced the commitment set C employed b.yThat is, the bank can process between 50 {fer100) and

both solutions with a more efficient Merkle tree built on thé 0 (fort — 1) Withd " 4. Solitld |
commitments of identity shares from C. This enables the ba ﬁ (for - ) vvithdraw: calis per second. Spiitid 1S more
compute intensive — the bank can perform between 10 (for

to sign a single value (the root of the Merkle tree). The pafof "
correctness of a commitment consists of revealing the Merl{hgnlggr) ;}EgPi?/Otéfeolretn;thl)oﬁ?r:E Sp|aelirtI(SJIet?r(r)12df'raAr:ea;1;:tlcj)ltb

tree path corresppndmg to that commitment. a{ound 5 times the length of the Withdraw time frame. Note
Payment Setup. Figure 1(a) shows the costs for each PayMeRat the OpenAC time frame can be as small as a fifth of the

setup protocol call, when the overspending control facfor (., . X

increases from 1 to 100. Theaxis is shown in logarithmic Withdraw time frame.

scale. For the cut and choose step of the Withdraw protocGigsts. InitChain consists of a signature generation and

we have considered that the payer generated 00 messages crypto hashes performed by the payer and three signature

(2t — 1 RSA blinding operations), out of which the bankverifications, performed by the payee. Spend consists tgugh

signs only one (one RSA signature). Even though the netwarklog (f * m) crypto hashes performed by the payee. Deposit

delay of Withdraw depends om + 1 messages and onerequires the bank to perform one signature verification and

challenge/response protocol, its total overhead is on@mi®) log (f = m) crypto hashes per micropayment to verify the
During the OpenAC step, the computation overhead consis@grectness of the identity shares.

of the bank performing an e-cash verification (one RSA Figure 1(d) shows the transaction cost (InitChain plus

verification) and a RSA signature generation. The total istSpend) and the Deposit cost per micropayment. While for

then dominated by Tor (around 500ms). The cost of generatisigort chains, the transaction cost is higher (5ms for 1 payme

a new key pair is not factored in as it can be incurred offline lghain) than the deposit cost (2ms), this changes for longer

the client. The Splitld protocol consists of the payer gatieg chains. The cost of a Deposit operation is dominated by a

t = 100 identity sets and building a Merkle tree over each setgnature verification, whereas for a micropayment tratnsac

(2 f *+m crypto hashes, where is the payment value). This signature verification costs are amortized over the number o

is followed by a cut and choose protocol consistingbf 1 spent micropayments. For a chain of length 50, the trarmacti

RSA encryptionsy — 1 share reconstructions and one RSAost is close to 50@s and the deposit cost is 758 — even

VIIl. PERFORMANCEEVALUATION
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Fig. 1. (a% PlusPay Account setup as a function of the overspendingra factor (f). OpenAC has the highest cost, dominated by the Tor
latency. (b) The ratio of the setup costs of PlusPay and GgirtRecreases with increasitfg PlusPay needs only a few anonymous account
re-uses to become more efficient than CoinPay. (c) The numbeperations the bank can process in a second whén the cut and
choose protocols) ranges from 1 to 100. Eventfer 100, the bank can perform 10 Splitld calls/s. (d) Cost of micygpant transactions
and deposit operations for PlusPay and CoinPay, as a fanofithe micropayment chain length: 5@ for a transaction and 7p8 for a
Deposit (chain of length 50).
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